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Extortion and Suspected Intentional Product
Contamination

This document has been prepared to provide education to organisations and their
employees on how to best handle a suspected intentional product contamination or
extortion demand. This advice is equally applicable to a suspected intentional
product contamination incident that is not accompanied by an attempt at extortion.

The information contained in this brochure will enable organisations and their
employees to assist police in bringing perpetrators to justice and prevent injury to
innocent people or financial loss to the organisation.

As the threat is generally not initially made to police, the police rely heavily upon
the information gleaned from the extortionist by the person receiving the threat.

Where A Threat Is Received Via A Phone Call
Note taking has a significant part to play in the investigation of crime. The person
receiving the product contamination threat or extortion demand call must maintain
comprehensive notes. 

‘If it’s worth a mental note – it’s worth a written one’

The following points are a guide to what things should be paid attention to, but are
by no means exhaustive.

Time and date the call was received and on which telephone line

> Did the caller ask for a certain area within the organisation?

> Did the caller ask to speak to a particular person by name?
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In life threatening situations there are facilities for phone calls to be traced. In order
to do this the phone line on which the call was received must be isolated and the
phone left off the receiver. The Police must be notified immediately on 000. This call
to Police must be made from another phone line.

Names of all persons who handled the call

The number of persons involved will depend on the size of the organisation. Each
time the caller speaks to someone he/she may say something different. It is
necessary for each person to make notes of these conversations.

Nature of the threat

> What does the extortionist want?

> Money or the withdrawal of products?

> Has the caller already contaminated products?

There are many instructions that the caller may give so it is important that each is
recorded as specifically as possible.

Note all details given by the caller

This would include any particular phrases or terminology used by the caller.

Anything about the caller

> The sex and age of the caller or even the person’s name.

> Does the caller have an identifiable accent?

> What was the person’s attitude – aggressive, irrational or intoxicated?

The person receiving the call must listen intently to both what the person says and
for any other sounds, including: STD beeps, work place noises and background
noises.
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When The Threat Is In The Form Of A Letter
It is equally as important to take notes when the threat is received by letter.

Time and date of receiving the letter

Time is a factor when taking action on the extortionist’s demands. Therefore, the
first person who identifies the contents of the letter must establish the exact time
the letter was delivered to the company. Were there any other instructions when
the letter was delivered? DO NOT stamp ‘DATE RECEIVED’ on the letter.

How the letter was delivered?

The person who is first to identify the threat should inform police who will identify
how the demand was received, who delivered it, who received it and who handled it.

Handling Of Exhibits
It is important that organisations and their employees are aware of the correct
method of handling exhibits. Incorrect handling could result in the destruction of
valuable physical evidence and destroy any chance of identifying the offender/s.

Letters/Documents

Once the threat has been identified the following procedures are necessary:

> If it is an option, and there is no likelihood of contaminating the evidence, leave
the letter in situ.

> If contamination is a possibility, with minimum handling, place the letter and
the envelope in which it arrived into a plastic sleeve or larger envelope.
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Do not photocopy the letter.

Do not hand it around for everyone to view.

> If senior management insist on viewing the document, ensure that it is suitably
protected by a plastic sleeve.

> Notify the police as soon as possible.

Contaminated product left on shelf or delivered to company

The two most common practices for an extortionist to prove the seriousness of
his/her demands are:

> Leaving a contaminated product on the supermarket shelf; or

> Delivering it to the manufacturer.

In such situations, care must be taken to prevent destruction of evidence. As with
documents, minimal handling is of the utmost importance.

If there are any concerns as to the contents of the package (for example, explosive,
chemical or biological hazard), the package should be left untouched, the area
cleared and police contacted immediately on 000.

Steps in handling a contaminated product:

> Isolate the product or products that have been contaminated.

> If a contaminated product is on a supermarket shelf, carefully remove and place
in a secure receptacle (a box or similar may suffice).

> When handling the product pick it up from the edges making sure not to
smudge possible fingerprints.

> Notify police immediately.

If the contaminated product is left outside the office of the organisation or
delivered by courier, care should be taken to ensure that the product is not affected
by natural elements, such as rain.
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Confidentiality
The business must ensure that any extortion attempt is handled with the utmost
confidentiality and that advice provided by the police is heeded in respect to
confidentiality.

Only those people who really need to know should know.

As is the case with many demands, the extortionist often threatens the worst
possible scenario against the company, should police be advised. Therefore, to
ensure the investigation is not compromised the person receiving the demand
should not talk to other employees or media about the situation. By preventing
the spread of information, there is less chance of copycat situations, destruction of
evidence, concealment of the crime, negative publicity or damage to the
organisation’s reputation.

A crisis management team, led by the police, will be formed and include relevant
stakeholders.

Media
The media should not be approached or notified until full consultation has taken
place between Management and the Officer in Charge, Organised Crime
Investigation Unit, where a media strategy will be developed.

Notification
When an extortion demand or threat is received police should be notified
immediately by contacting your local police station, or on ‘000’ in the case of an
emergency. The Organised Crime Investigation Unit must also be notified on the
contact number below when an extortion demand or threat is received.

In the case of a suspected intentional product contamination not accompanied by
an extortion demand or threat, police should be notified immediately by contacting
your local police station, or on ‘000’ in the case of an emergency. The Organised
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Crime Investigation Unit will overview and where necessary assist with the
investigation of all suspected intentional product contamination incidents in
Queensland.

When notifying police, use a secure telephone line that is not accessible to other
employees to avoid the risk of additional people learning of the situation.

Conclusion
These notes should be used by organisations as a guide to the most appropriate
method of dealing with a situation involving an extortion or suspected intentional
product contamination. Extortion is a unique crime, therefore the best method of
handling the situation will be dictated by the particulars of the demand. By applying
the advice in this brochure, the organisations will assist investigators in their role
and the risk of financial impact on the organisation will be minimised.

Contact Details
In the case of an emergency or life threatening situation, contact police on triple
zero (000).

To report an extortion and/or suspected intentional product contamination that is
not an emergency, contact your local police station.

The Organised Crime Investigation Unit is responsible for the investigation of
extortion and suspected intentional product contamination offences and is located at:

Queensland Police Service Headquarters
3rd Floor
200 Roma Street
BRISBANE 4000
Ph: 07 3364 4107

The Organised Crime Investigation Unit has an “on call’ police officer who can be
contacted via the Police Communications Centre on 07 3364 6464, if urgent.


