
Shopping
On-line

SShhooppppiinngg  oonnlliinnee
- rreesseeaarrcchh  ccoommppaanniieess you deal with before sending

any payments

- iiddeennttiiffyy  ddeelliivveerryy  aanndd  rreettuurrnn  ppoolliicciieess, including
warranty details

- kkeeeepp  aa  wwrriitttteenn  rreeccoorrdd  ooff  yyoouurr  ppuurrcchhaasseess and
check these against your credit card statement

IInntteerrnneett  BBaannkkiinngg  
- cchhaannggee  yyoouurr  iinntteerrnneett  bbaannkkiinngg  ppaasssswwoorrddss

rreegguullaarrllyy

- nnoottiiffyy  yyoouurr  bbaannkk  iimmmmeeddiiaatteellyy  ooff  aannyy  uunnaauutthhoorriisseedd
ttrraannssaaccttiioonn

EEmmaaiill  sseeccuurriittyy
- uussee  aann  eemmaaiill  eennccrryyppttiioonn  ssyysstteemm  ssuucchh  aass  PPrreettttyy

GGoooodd  PPrriivvaaccyy  ((PPGGPP))  oorr  VVeerriissiiggnn  
This ensures that if your email is intercepted it is
unreadable except by the person it is intended
for

FFoorr  ffuurrtthheerr  iinnffoorrmmaattiioonn  pplleeaassee  ccoonnttaacctt::
Major Fraud Investigation Group
Queensland Police Service
200 Roma Street, Brisbane, Qld 4000

Phone: (07) 3364 6622

Facsimile: (07) 3364 6549

Website: http://www.police.qld.gov.au/pr
/program/fraud/whatis.shtml

Crime Stoppers 1800 333 000

Crime Stoppers TTY 1800 333 000

Emergency only 000

DDiidd  yyoouu  kknnooww……
…when you telephone your credit card details
through to companies that are online, they may
record them on their potentially insecure
computers?
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‘Foiling the fraudsters’

Your guide to stopping



CCrreeddiitt  CCaarrdd
Shopping online with you credit card may involve
your card details being:

- intercepted as it passes through various computer
links

- sent in un-encrypted emails

- stored on insecure computers

CCyybbeerrssppaaccee  ccoommppaanniieess
Companies on the Internet may appear to be bigger
or more credible than they really are.  This means
you risk:

- dealing with bogus companies

- buying products that are misrepresented or of
inferior quality

- payment of hidden fees, charges or duties

WWhhaatt  ccaann  yyoouu  ddoo??
Here’s a checklist of what you can do to minimise
the risk becoming a victim of Internet fraud.

CCoommppuutteerr  SSeeccuurriittyy
- cchheecckk  tthhaatt  yyoouu  aarree  uussiinngg  aa  sseeccuurree  bbrroowwsseerr..

Version 4 browsers and later use Secure Socket
Layer (SSL) encryption.  

- iinnssttaallll  aanndd  uuppddaattee  vviirruuss  pprrootteeccttiioonn  aanndd  ffiirreewwaallll
pprrooggrraammss..  
These programs help prevent unauthorised access
to the information on your computer.  

- cchheecckk  tthhaatt  tthhee  ppaaddlloocckk  oorr  kkeeyy  iiss  uunnbbrrookkeenn
This is on the bottom line of your browser. 

- cchheecckk  ffoorr  aattttaacchhmmeennttss  ttoo  tthhee  kkeeyybbooaarrdd  ccoonnnneeccttiioonn
ccaabbllee..  
Some attached devices can record every keystroke,
including your passwords!

- cchheecckk  ffoorr  aannyy  uunniiddeennttiiffiieedd  ssooffttwwaarree  oonn  tthhee
ccoommppuutteerr..  
Some software programs are capable of recording
all keyboard activity.

Shopping Safely
On The Net
More than half the Australian population has access
to the Internet. Every day, more users are taking
advantage of the convenience of shopping online
from the comfort of their own home. Purchases
might include a one-off hard to find book or some
electronic gizmo, to the weekly household
supermarket shopping.

Internet shopping is available 24 hours a day, 7 days
a week. Exercise caution when using these services.
As in the real world, cyber world companies may try
and rip you off if you’re not careful!

WWhhyy  ddooeess  iitt  hhaappppeenn??
The main risks involved with shopping online are:

PPeerrssoonnaall  iinnffoorrmmaattiioonn  aanndd  sseeccuurriittyy
- This may be intercepted and used for fraudulent

activity

WWhhaatt’’ss  FFrraauudd??
Fraud is behaviour that’s deceptive, dishonest,
corrupt or unethical.

For a fraud to exist there needs to be an offender, a
victim and an absence of control or safeguards.

Here in Queensland, the laws on fraud involve
dishonesty in any of these situations:

- obtaining property belonging to someone else

- applying someone else’s property to one’s own
use

- causing a detriment to another person or entity

- gaining a benefit or advantage for any person; and

- inducing or causing any person to deliver property
to another person

Fraudulent activity in the workplace often results in
the loss of revenue and property, while increasing
operational costs and service charges. It can also
mean obligations to employees, customers,
suppliers or contractors can’t be met. 

The knock-on effect for businesses may:

- damage credibility

- compromise confidentiality

- result in public criticism

Common frauds include using false

- identities

- cheques

- credit and EFTPOS cards

FFrraauudd  RRiisskkss  aanndd  PPrreevveennttiioonn  MMeeaassuurreess
With the rapid advancements in technology, frauds
are becoming more sophisticated, widespread and
complex. As a result, stamping out fraudulent
practices becomes a huge challenge and requires
extra vigilance on the part of businesses and
individuals


